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SECTION 1: REQUEST FOR ENROLLMENT

1.1: INTRODUCTION TO RAPBACK

The Rapback Program began in 2007 with the passage of Ohio Senate Bill 97. The
intent of the program is to protect Ohioans by providing additional safeguards against
allowing convicted criminals to remain in positions of trust (e.g. school teachers, foster
parents).

Background checks only provide a “snapshot” view of a person’s criminal history at a
specific moment in time. Agencies with individuals enrolled in the Rapback Program
receive notifications of subsequent criminal activity.

For enrolled individuals, BCI stores fingerprints captured as part of the employment
screening processes in a separate Retained Applicant Fingerprint Database. These
prints are searched against all new criminal prints, and prints submitted to BCI as part of
a court disposition process. When a match is found, BCI provides rap sheet information
back (“rap-back”) to the enrolling agency, who can then determine the individual's
eligibility for continued employment or to retain a license issued.

A patrticipating public office, as that term is defined in Revised Code (“R.C.”) 109.5721
(A)(3), or a participating private party, as that term is defined in R.C. 109.5721(A)(5)
(each a “Participant”), may enroll individuals in the Ohio Attorney General’'s Bureau of
Criminal Investigation’s (“BCI”) Retained Applicant Fingerprint Database continuous
criminal record monitoring service (“Rapback Service”) to obtain criminal record checks.

In order to use the Rapback Service, the Participant shall submit an application to BCI
via the Rapback Service secure webportal (“webportal”), and agree to the Terms of
Use. The Participant must be approved by BCI to use the Rapback Service to enroll
individuals. The Participant also agrees to receive notices under the Terms of Use
electronically.

To enroll an individual in the Rapback Service, the Participant must provide the
information requested on the webportal and pay the fee set forth in the Terms of Use.
Enrolled individuals will be added to the Rapback Service. It is the Participant’s
responsibility to unenroll any individual from the Rapback Service if the criminal
record checks are no longer needed for that individual.

Fingerprint-based criminal record databases maintained by BCI pursuant to R.C. 109.57
will be continually compared against the Retained Applicant Fingerprint Database.

When the Rapback Service discovers that records received under R.C. 109.572 indicate
an individual enrolled in the Rapback Service has been arrested or convicted of a crime
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or escalated misdemeanor, the Rapback Service will alert the Participant to log into the
webportal for more information. The Ohio Attorney General is not responsible for any
legal determinations, notifications or actions that are required as a result of information
received under the Rapback Service.

The Participant will be responsible to log into the webportal for relevant information and
for the notification to the employer/employee of a felony or escalated misdemeanor.

The Participant understands that the Rapback Service is not a records retention service,
but rather a notification service only, and the Participant is responsible for retaining any
information received from use of the Rapback Service in accordance with the
Participant’s retention schedule. The Ohio Attorney General is not responsible for
retaining any records or information received by the Participant through use of the
Rapback Service.

SECTION 2: SET UP AND ADMINISTRATION

2.1: FIRST LOG IN

Whenever a new user is created, an email will be sent by Rapback to the user’'s email
address. The email will contain the Customer Number and User Name and a link to the
Rapback log in page. First, a temporary password will need to be requested by using
the Password help link. (See section 2.7) Next, the user is required to create Security
Questions & Answers. (See section 2.8) The system will force a password change on
the first log in. Log in credentials will consist of a User Name, Customer Number and
Password.

When the email with User Name and Customer Number is received, navigate to the
Login page from the link provided in the email.

# HOME [OGIN  REGISTER

wanw

(E DEWINE

O ATTORNEY GENERAL
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1. Request a temporary password via the Password help link. Follow the steps in
section 2.7 to make the request.

Login

You must have an account to sign-in here,
User Name: *
Customer Number: *

Password: *

Password help h

2. When the email with the temporary password is received, navigate to the Login
page again.

3. Enter User Name, Customer Number, temporary Password, and click Log in.
4. Follow the steps in section 2.8 to create Security Questions & Answers.

5. After creating the Security Questions & Answers, the system returns to the Login
page. Again, enter User Name, Customer Number and the temporary Password
and click Log In. The system displays the “Change Your Password” page with
fields in which to enter your current password and new password (twice) and
your answers to Security Question 1 and Security Question 2.

6. Enter the temporary Password in the Current password field. Enter a new
password in the New password field and confirm the new password by entering it
again in the Confirm new password field.

Type the answers to Security Questions 1 and 2 in the Security Answers 1 and 2
fields and click Submit.

7. The changed password will be confirmed on screen. The system will also send
an email confirming the changed password. Click OK.
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Password successfully changed.

Ok

Password changed

RapBack
Tue 2/16/20156 11:10 AM

) Mike DEWINE

* DHIO ATTORNEY GENERAL »

Your Rapback user account password has been successfully changed for user account mabbit.
If vou feel this is an emvor, please contact vour organization's Overall Administrative User for the Rapback svstem

For Rapback questions, please contact us at:

Bureau of Criminal Investigation
1560 State Route 56 SW
P.OBox 365
London, OH 43140
877-224-0043
Rapback@ OhioAttomevGeneral gov

8. The user must log in with his/her new password. Refer to section 2.9 regarding
the User Logon Acknowledgement.

NOTE: The following are the security requirements for setting passwords.
1) At least 8 characters long

2) At least one letter

3) At least one number

4) At least one special character

5) No repeating numbers and/or characters (e.g. 11 or AA or aA or aa)

6) No sequential numbers and/or characters (e.g. 12 or AB, or aB, or ab)
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2.2: CREATE USERS

An organization’s Overall Administrative User is the only user who can create and
manage additional users for the organization. If your organization has separation of
duties, you can decide which users should get specific permissions. For instance, a
Finance Manager might not be allowed to see rapsheets, but should be able to see the
Enrollee Report and Invoices to verify billed transactions. Also, an HR Manager might
not need to see the invoices and, therefore, would not have that permission. Users and
the permission allowed should be decided prior to starting. All permissions are defined
here.

| PERMISSIONS

Enroll (Associate/Disassociate): User is allowed to enroll employees or volunteers
for the organization that are required to be rapbacked. Enrolling consists of associating
and disassociating enrollees to and from an organization. A user would associate when
hired or the need to rapback arises. A user would disassociate when there is no longer
a need to rapback, such as when the person leaves the organization or changes
positions. For more information on managing enrollees, refer to section 3.

Rapsheets (Affirm/Disaffirm): User is allowed to affirm or disaffirm entitlement to a
rapsheet. An organization is entitled to view a rapsheet if the employee or volunteer is
employed at the time of affirming. A user would affirm a rapsheet if, at the time, the
employee or volunteer is still employed by the organization and required to be
rapbacked. A user would disaffirm a rapsheet if, at the time, the employee or volunteer
is no longer employed by the organization or no longer required to be rapbacked. For
more information on affirming and disaffirming, refer to section 4.1 and 4.2.

Rapsheets (View/Print): User is allowed to view, save or print the entitled rapsheets.
Entitled rapsheets are rapsheets that the organization has a right to see because the
employee or volunteer was with the organization at the time it was entitled. For more
information on viewing rapsheets, refer to section 4.3.

Manage Email Notices (Add/Delete): User is allowed to manage the email addresses
that will receive email notices about hits for enrollees. A hit is a fingerprint event that
matches an enrollee of the organization. All the email addresses in the list will get an
email stating Rapback needs to be checked for activity. That means that there is a new
rapsheet on the Affirm/Disaffirm page to be reviewed. When an email address is added
to the list, an email is sent stating it has been added to the list and will start getting
email notices. When an email address is removed from the list, an email is sent stating
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it has been removed and will no longer get the email notices. For more information on
managing emails for notices, refer to section 2.3.

Enrollee Report (View/Print): User is allowed to run, view and print the Enrollee
Report. The Enrollee Report has two options. It can be run by association date or
disassociation date. These reports will list enrollees of the organization based on the
dates requested or other parameters entered. For more information on these reports,
see the Reports section 5.1.

Hit Report (View/Print): User is allowed to run, view, and print the Hit Report. This
report will list all the hits the organization has received by enrollee based on the dates
requested or other parameters entered. For more information on the report, see the
Reports section 5.2.

Viewed Rapsheets Log Report (View/Print): User is allowed to run, view and print
the Viewed Rapsheets Log Report. This report will list all users who have viewed a
rapsheet, including the date and time viewed based on the dates requested or other
parameters entered. For more information on the report, see the Reports section 5.3.

User Report (View): User is allowed to view the User Report. This report will list all
the users of the organization and their permissions, etc. based on the dates requested
or other parameters entered. For more information on the report, see the Reports
section 5.4.

Invoices (View/Print): User is allowed to view or print invoices or statements for the
organization. This menu option is a link to a portal viewer where the user can see
invoices and statement based on the month requested. This permission also allows a
user to update the billing contact and emails for invoices in the customer profile. For
more information on the invoices and statements, see the Invoices section 6. For more
information on updating the billing contact information, see the Update Customer Profile
section 2.5.

CREATING USERS
1. From the top navigation bar go to Administration and then click Manage Users.

2. On the Manage Users page, click the Create New User button.
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Manage Users

Ligend el

(B Hover over tor extended i

Detals [ sl Ak Usrblame  Stalss  Ademin | Permissiom
[ I e @

bl g i e (B
ﬂ Faadd Evvar wlutiptrtaped g huts Htve P (@

3. Enter all required information into the online form.

Create New User

Enter user details and confirm permissions.
= Regquired

First Name: *
Last Name: *
Middle Name or Initial:
Title: "
Address line 1:*
Address line 2:
City:*

State: * Ohio
ZIP+4 code: *

County: * Adams

Email: *
Phone:*

Phone Ext.
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4. Deselect the permissions that should not be granted to the user being set up, if
any.

User Permissions Create User IDs

I¥IEnroll {Assoc/Disassoc)

l¥IEnrollee Report (View/Print)

lv¥iHit Report (View/Print)

[¥Invoice (View/Print)

[¥IManage Email Notices (Add/Delete)
[¥IRapsheet (Affirm/Disaffirm)
[¥IRapsheet Log (View/Print)
[¥IRapsheets (View/Print)

l¥iUser Report (View)

5. Click Create.

6. The system will send an email to the new user with their log in credentials, a link
to get to the log in page and a link to the user guide. Users should add the URL
for the log in page to their favorites or bookmark bar.

Rapback user created

RapBack

Tuee LIRF0LE LT PM
#

@ Mixe DEWINE

& CEHID ATTORNET GINERAL &

Welcome to the B am. ¥our Rapback account credentials are the following
Custemser Number: TemAgencyd
Uner mamae: dduck ey

To log isto the Rapback svaes, please go vo the Passwosd belp link 1o reguest wour password

When vou scoess the Fapback sysvem for the firs tinve, viou will be prompeed 1o change vour password. [To log imto the svstem, plexse click here

Please see thef Rapback user masmalifor detailed instructions

Feor assistance. please contact vour Onganization's Overall Admimistrative User for the Raphadk system
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2.3: MANAGE EMAILS FOR NOTICES OF FINGERPRINT MATCHES

Users with this permission can add, delete, and edit email addresses from the list of
addresses that receive the Emails for Notices of Fingerprint Matches. A fingerprint
match, i.e. when a fingerprint event matches an enrollee, is also referred to as a “hit.”
When an email address is added to the list for notices, the email address will receive an
email with the subject New fingerprint match recipient, informing the recipient that
s/he has been added. When deleted from the list, the email address will get an email
with the subject Removed email address for fingerprint match recipient. The emails
for hit notices will have the subject Rapback activity.

Managing Emails for Notices

1. From the top navigation bar, go to Administration and then click Manage Emails
for Notices.

Manage Emails for Notices

Add, update or delete email addresses.

Email:*

Add Email

Email Address

efudd@testagencyd.gov
ysam@testagencyd.gov

2. To add a new email address, click and type in the field provided and then click
Add Email. An email will be sent to the newly added email address informing the
recipient of the addition.
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3. To delete an email address, click the Delete button next to the email address.
An email will be sent to the deleted email address informing the recipient of the
deletion.

4. To edit an email address, click the Edit button next to the email address. The
address field will change to edit mode for updating. Update the address and click
the Update button. An email will be sent to the updated email address informing

the recipient that s/he is a fingerprint match recipient. If needed, a cancel option
is available.

Manage Emails for Notices

Add, update or delete email addresses.

Emnail: ™

Add Email

Email Address

|
ysam@testagencyd.gov

2.4: MANAGE USERS

An organization’s Overall Administrative User is the only user that can manage other
users. Managing a user’s account can consist of changing permissions, updating user
profile data like email address, updating user status and making another user the
Overall Administrative User. Any time a user account is modified, Rapback will send a
confirming email with the subject “User account modified” to the user’'s email address in
his/her profile.
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|UPDATING USER PROFILE DATA

The Overall Administrative User can update his/her own profile data and the profile data
of an additional user. An additional user can update his/her own profile data. This
consists of changing his/her title, address, phone number and email address. An
additional user can also view other user’s profiles, but cannot make changes. Before an
Overall Administrative User or additional user can update his/her own profile data, the
system requires the user to answer his/her Security Questions.

1. The Overall Administrative User or additional user goes to Administration and
then clicks Manage Users from the top navigation bar.

2. The Manage Users page displays.

Manage Users

Create, manage, and view user details.

Legend Create New User

(@) Hover over for extended information
Details Reset Name Email Address UserName Status Admin Permissions

View Sam Yosemite ysam@testagency4d.gov ysam Active False @

Vs Rabbit Roger rrabbit@testagency4.gov rrabhit Active False @

Fudd Elmer efudd@testagency4.gov efudd Active False @

3. Locate the user to be managed in the list. Clicking on the column header “Name”
will order the list by last name, A-Z or Z-A.

4. Click the View button next to the user to get to the user details page. If the user
clicks on the View button next to his/her own name, the system requires the user
to answer his/her Security Questions before s/he is taken to the User Details

page.
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5. Update the information as needed and click save. The user’s title, address,
phone and email address can be updated. If needed, a cancel option is
available.

6. Rapback sends a confirming email to the user.

|CHANGING USER PERMISSIONS
1. If a user’s position changes within the organization, it may be necessary to
change permissions. The Overall Administrative User can add or remove
permissions. For more information about permissions refer to section 2.2.

2. The Overall Administrative User goes to Administration and then clicks Manage
Users from the top navigation bar.

3. The Manage Users page displays.

Manage Users

Create, manage, and view user details.

Legend Create New User

@ Hover over for extended information
Details Reset Name Email Address UserName Status Admin Permissions

Sam Yosemite ysam@testagency4.gov ysam Active False @
View Rabbit Roger rrabbit@testagency4.gov rrabbit Active False @

View Fudd Elmer efudd@testagency4.gov efudd Active False @

4. Locate the user to be managed in the list. Clicking on the column header
“Name” will order the list by last name, A-Z or Z-A.

5. Click the View button next to the user to get to the User Details page. User
permissions are located at the bottom of the page.
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User Permissions [¥IEnroll (Assoc/Disassoc)
lvIEnrollee Report (View/Print)

lviHit Report (View/Print)

¥l Invoice (View/Print)

lviIManage Email Notices (Add/Delete)
[¥IRapsheet (Affirm/Disaffirm)
[vIRapsheet Log (View/Print)
[vIRapsheets (View/Print)

ViUser Report (View)

Save Cancel

6. Update the user’s permissions as needed by selecting or deselecting the
permission check boxes and click save. If needed, a cancel option is available.

7. Rapback sends a confirmation email to the user.

|CHANGING USER STATUS

If a user leaves the organization or changes positions and no longer needs access to
Rapback, the Overall Administrative User can make the user inactive. If made inactive,
a user cannot login but the password is still valid and permissions are still assigned. If
the user is made active, he/she can login again with the current password.

1. The Overall Administrative User goes to Administration and then clicks Manage
Users from the top navigation bar.

2. The Manage Users page displays.
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Manage Users

Create, manage, and view user details.

Legend Create New User

@ Hover over for extended information

Details Reset Name Email Address UserName Status Admin Permissions
View Sam Yosemite ysam@testagency4.gov ysam Active False @
View Rabbit Roger rrabbit@testagency4.gov rrabbit Active False ®
View Fudd Elmer efudd@testagency4.gov efudd Active False @

3. Locate the user to be managed in the list. Clicking on the column header “Name”
will order the list by last name, A-Z or Z-A.

4. Click the view button next to the user to get to the User Details page.

5. Update the user’s status from active to inactive, or vice versa, via the drop down
menu, and click save. If needed, a cancel option is available.

User Details

Manage user details.

*Required

Is Admin? Mo M
Status® | Active " | o —
User Mame ™ ysam
First Name: Yosemite
Last Name: ™ Sam
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6. Rapback sends a confirming email to the user.

|TRANSFERRING ADMINISTRATIVE RIGHTS TO ANOTHER USER

If the Overall Administrative User is leaving the organization or changing positions,
his/her administrative role may be transferred to another user. When the Overall
Administrative User makes the change, all their permissions will be removed and s/he
will be logged out of Rapback. If the user still needs access, the new Overall
Administrative User must log in and manage the permissions for the user. If the user

left the organization or no longer needs access to Rapback, the Overall Administrative
User should change the user to inactive.

1. The current Overall Administrative User goes to Administration and then clicks
Manage Users from the top navigation bar.

2. The Manage Users page displays.

Manage Users

Create, manage, and view user details.

Legend Create New User
@ Hover over for extended information
Details Reset Name Email Address

UserName Status Admin Permissions

View Sam Yosemite ysam@testagency4.gov ysam Active False @
View Rabbit Roger rrabbit@testagency4.gov rrabbit Active False @

View Fudd Elmer efudd@testagency4.gov efudd Active False ®

3. Locate the user in the list that is becoming the new Overall Administrative User.
Clicking on the column header “Name” will order the list by last name, A-Z or Z-A.

4. Click the view button next to the user to get to the User Details page.
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5. Update the user’'s administrative flag from No to Yes via the drop down menu. If
necessary, the user permissions will auto-update to match the permissions the

current Overall Administrative User has.

User Details

Manage user details.
* Required
Is Admin?
Status*
User Name *

First Name: ™

Last Name: *

No

Active

ysam

Yosemite

Sam

6. The current Overall Administrative User clicks save and a warning message will

display to confirm the change.

User Details

You have chosen to elect a different user as an Overall Administrator for your organization

and to transfer all your permissions to that person.

Please be aware that this process is irreversible and yvou would lose all your privileges
henceforth. Your rights can be reassigned by the new Owverall Administrator for your

organization.

If yvou still intend to proceed click 'Ok’ otherwise click 'Cancel’ to Manage this User.

Ok Cancel
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7. The current Overall Administrative User clicks OK and is logged out of Rapback.
If needed, a cancel option is available.

8. Rapback sends a confirmation email to both users.

2.5: UPDATE CUSTOMER PROFILE

An organization’s Overall Administrative User can update the customer profile. The
customer address, billing contact and billing address are the fields that may be updated.
Also, the OAU can add or change up to four additional email addresses for invoice
notices. An additional user with the Invoice (View/Print) permission can update the
billing contact and address and email addresses for invoice notices. All other users for

the organization can only view the page. Changes here will be updated in the billing
system.

Customer Profile < of /optionall:

Manzge Customer Information; ; billing contact information and amail add for invoice notices.

x

* Reguired

OffieEmgd: TabbitRtestagencydoy

UserMame 5

[Eilling Contact and Address
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1. From the top navigation bar, go to Administration and then click Customer
Profile.

2. Make the appropriate changes to customer address, billing contact and billing
address, as needed.

3. To add more invoice email addresses, click the Add New button and a field will
display to enter an email address. Continue to click Add New, as needed, up to
a maximum of four additional email addresses.

4. To delete an invoice email address, click the red X next to the email address to
be deleted.

5. After all changes are made, click save. If needed, a cancel option is available.

2.6: CUSTOMER AGREEMENT RENEWAL

Customers are required to annually renew their customer agreement. The
organization’s Overall Administrative User is the only user who can complete the
renewal. Thirty (30) days prior to renewal and until renewed, there will be a reminder
message for all the users of the organization on the home page once logged into
Rapback.

Once renewed, the warning messages will no longer appear on the home page. If not
renewed and the renewal date passes, user functions are impacted and the use of
Rapback becomes limited. The users with the permission to enroll will not be allowed to
associate enrollees and will see a warning message when accessing that page.

There is a link to the Customer Agreement for reference on the Rapback home page
prior to log in.
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1. The Overall Administrative User logs into Rapback when the customer
agreement renewal is outstanding and sees the warning message to renew.

& HOME

HPHIRSS
s ¥
e

[T iR

nu bar.

trative User for your organization may update billing information via the customer profile. Al billieefor this service is electronic, therefore please maintsin current
rpases. Notification of charges to this account will be sent to the email addresses prowiefd herein Detailed manthly invoices can be accesced via the

ralgov o call ::?-‘-ﬂ::z's":'s-?ﬁ‘f\ .

2. The Overall Administrative User selects Agreement Renewal from the top menu
bar.

3. When renewing, the Customer Agreement must be read. Once the agreement
has been read by scrolling through to the bottom, the check boxes will be
enabled.

4. The Overall Administrative User clicks both check boxes for the authority to make
the agreement and agreeing to the terms and conditions and then submits.

Customer Ag reement You must read and scroll to the bottom of the Agreement ta enable the check box.

with these erms of Use by providing thirty (3U) days written notice to the Participant specitying the reason for termination.

~
15. The Participant is not entitled to any refund upon termination of use of the Rapback Service pursuant to this section if the
termination occurs prior to the expiration of the yvear for which the enrollment fee or annual fee was paid.
Miscellaneous
16. These Terms of Use and any claims arising out of these Terms of Use shall be governed by the laws of the State of Ohio. If
any provision is later determined to be invalid or unenforceable, the remainder of the terms shall not be affected by such

W

determination.

[ By [hecking this box, | certify that | have the authority to bind the Organization written above to the terms set forth in this Agreement.
| agree to all of the above terms and conditions.
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2.7: USER REQUESTS TEMPORARY PASSWORD OR SECURITY QUESTIONS
RESET

If a user loses or forgets his/her password, there are two options for getting it reset. A
password help request can be made from the login page by the user. Or, a verbal
request may be made to the organization’s Overall Administrative User.

A new user must make a password help request from the login page to receive a
temporary password for first login.

| forgot my password. Email a reminder.

Customer Number: * TestAgencyd

User Name: * rrabbit

If a user needs his/her Security Questions and Answers reset, s/he must request that
the organization’s Overall Administrative User start that process.

If an Overall Administrative user or customer user fails to log in three times, the user is
locked out. The user must request a password reset from an administrative user. If a
customer user becomes locked, the password reset request is made to their overall
administrative user. If an overall administrative user becomes locked, the password
reset request is made to ITS Support at 614-387-7644 or 800-750-7922.

|USER REQUESTS PASSWORD HELP

1. User navigates to the public log in page. (Recall that the URL for the public log in
page was included in an email from the system to the new user, which s/he
saved to the favorites or bookmarks bar.)

2. User clicks the Password help link and the “I forgot my password. Email a
reminder.” page displays.

Rapback — Customer User Manual

For Rapback questions, please call BCl at 877-224-0043

22



3. User enters his/her customer number, user name and clicks Submit.

| forgot my password. Email a reminder.

Customer Number: * TestAgencyd

User Name: | rrabbit

4. Rapback sends an email to the user’'s email address with a temporary password.

Password reminder

RapBack
Fri 2022006 5.5 P

@ Mike DEWINE

# OHIO ATTORNEY GENERAL #

A password reminder request was made for vour Rapback user account. Your password is 4Tt TSvEN

When vou access the Rapback svstem, vou will be prompted to change vour password. To log inte the system, please click here.

If vou feel this is an error, please contact your organization’s Overall Administrative User for the Rapback system.

For Rapback questions, please contact us at:

Burean of Criminal Investigation
1560 State Route 36 5W
PO Box 365
Lendon, OH 43140
BTT-224-0043
Rapback @ OhicAttomevGeneral gov

5. User returns to the public login page. The email will have a link to the log in
page.

6. User logs in with User Name, Customer Number and temporary Password from
the email and clicks Log In.
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Login

You must have an account to sign-in here.

User Name: * rrabbit
Customer Number: * TestAgencyd
Password: * ssesenes

Password help

7. Rapback will force a password change. Also, a new user is required to create
Security Questions & Answers before s/he can change the temporary password.
The instructions are delivered to the new user in an email with the subject
Security Questions Required. (See section 2.8)

User Securlty Questions Required

Answnrs before changing your pissword.

8. On the Change Your Password page, user enters the current password, new
password, re-enters the new password and answers his/her Security Question 1
and 2 and clicks the “Submit” button.
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9. The changed password will be confirmed on screen. The system will also send
an email confirming the changed password. Click Ok.

10.Log in with new password.

NOTE: The following are the security requirements for setting passwords.
1) At least 8 characters long

2) At least one letter

3) At least one number

4) At least one special character

5) No repeating numbers and/or characters (e.g. 11 or AA or aA or aa)

6) No sequential numbers and/or characters (e.g. 12 or AB, or aB, or ab)

PASSWORD RESET OR SECURITY QUESTIONS AND ANSWERS RESET
REQUEST MADE TO OVERALL ADMINISTRATIVE USER

1. User emails or calls his/her Rapback Overall Administrative User for a password
or Security Questions and Answers reset.

2. The Overall Administrative User goes to Administration in the top navigation bar,
and then selects Manage Users.

Manage Users

Legend Create New User

(@ Hover over for extended Informatio

Dotails Resot Namao Fmail Address UsarNan Stat Ad Pormissions
= e 0
m Rabibit Roger rrabbit@testagencydsoy frabbit Active False | ()
m d t . efudd A F 0]

3. From the Manage Users page, the Overall Administrative User locates the user’s
name in the list.
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4. Next to the person’s name, the Overall Administrative User clicks the Password
button to start the password reset process or the Questions button to start the
Security Questions and Answers reset process. A message will appear to
confirm the request.

Password Reset

Are you sure you want to reset the Password for weoyote?

Security Questions Reset

Are you sure you want to reset the Security Questions for wooyote?

5. The Overall Administrative User clicks Continue to confirm the reset request. If
needed, a cancel option is available.

6. For a password reset request, Rapback will send an email to the user with a
temporary password. For a Security Questions and Answers reset request,
Rapback will send an email to the user informing the user that when s/he
accesses the system, s/he will be prompted to set his/her security questions and
answers.

7. When the user receives the email with the temporary password and logs in,
he/she will be forced to change his/her password. When the user receives the
email informing him/her of the Security questions reset and logs in, he/she will be
forced to select and answer two security questions.
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2.8: USER SECURITY QUESTIONS & ANSWERS

1. When a new user attempts to login with his/her Customer Number, User Name
and temporary Password, s/he will receive a message that the new user is

required to create Security Questions & Answers before changing his/her
password. Click OK.

User Security Questions Reauired

You are required to create Security Questions & Answers before changing your password,
Flease check your inbox for an email with instructions.

ok

2. A new user and a user whose Security Questions and Answers have been reset
by the Overall Admin will receive an email with the subject line Security
Questions Required that includes a link in the email to set up the security
guestions. The user must click the link in the email to be directed to the url
where s/he will set up his/her Security Questions and Answers.

Seourity Questhons Required
RapBach

P LLO01E 3 A

@ Mike DEWINE

= I ATTOENTY CINIRAL @

Euapbadic requizes seouriy questions 6o be s up for your wier socouss mablsn prict 10 changing your pasyword

[P‘Im-r cligk here 1o s wp vour socanry guestions |

I you feed mhis i an v, pleise costant your ceganieation’s Oversll Admisiniive Ui fon ihe Rapback symem

Fox Raphack guciioni, pleide coatid & il

Barcia of Comsal [svetigisen
1560 Scme Roure 56 ST
PO Beo 555
Lomdion, OH 43140
ETT-2180041
Raghack§ Ohlodmomenimen gov
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3. User must select Security Question 1 and a different Security Question 2 from
the drop down lists of questions and type the answer into the free form text fields
for Security Answer 1 and Security Answer 2. Click Create. The system delivers
the message that the user’s Security Questions and Answers have been saved.
Click OK, which returns the user to the Login page. For new user, refer back to
section 2.1 First Log In.

Security Questions

These questions will help us identify you. To set your security questions, select two questions and provide answers.

* Reguired

Security Question 1* --Select One--
Security Answer 1*

Security Question 2* --Select One—
Security Answer 2*

2.9: USER LOGON ACKNOWLEDGEMENT

1. Upon logon, the system displays the User Logon Acknowledgement.

User Logon Acknowledgement

| understand my obligation to safeguard the data to which | am being provided access. This is
sensitive protected personal privacy data as defined under ORC 1347, may contain Criminal
Justice Information as defined by the FBI or other sensitive protected data classification. | am
authorized to access this account and understand the sanctions for accessing or
disseminating sensitive protected data without specific purpose and authorization. Sanctions
include termination of access to this system, and the potential for criminal and civil penalties
as defined in the laws and regulations that govern the access of this sensitive protected data.

Ok
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2. Click “Cancel” to return to the Login page. Click “OK” to acknowledge and
continue with login.

2.10: SEARCH CUSTOMER REQUESTS

A customer request is the enrollment form that the customer filled out when first
requesting access. This will be exactly what the customer put in the enrollment form
and cannot be modified. Use this feature to see the details and the status of the
request.

The statuses of a request are open, approved and denied. Open requests are waiting
for review. Once approved, requests can be monitored through the enroliment process
via customer search. When a request is denied, the process ends for the customer
request.

1. Navigate to Search and then Customer Requests from the top navigation bar.

Search Customer Requests

Search and click view to review customer ennollment request detalls

Status End Date:

ESESET

2. Enter as many of the following parameters as needed to search:
a. Customer name: free form text with a contains search
b. Web Check Customer: Yes or No
c. Service Provided: select from the drop down
d. Status: select from the drop down
e. Request Start Date: will provide requests for that date
f. Request End Date: will provide requests up to and including the end date
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g. Request Start Date and Request End Date: will provide requests for the
start date forward and up to and including the end date. To see activity for
May, enter May 1, 2017 to May 31, 2017.

h. Status Start Date: will provide requests with that status and date

I. Status End Date: will provide requests with that status up to and including

the end date

J. Status Start Date and Status End Date: will provide requests with the
status for that start date and up to and including the end date. To see
activity for May, enter May 1, 2017 to May 31, 2017.

3. Click search for results.

If needed, clear will remove the results table and

entered search parameters and cancel will navigate to the home page.

Search Customer Requests

Lagrh and i vies 30 review customes errollment reguest det 5l

Cirstomes e

EB) restacency 1
TEST AGENCY 2 2y

[P TEST AGENCY 2

TEST AGENCY 4
TEST AGENCY 5

TEST AGENCY & g
TEST AGENCY 7 L4208

TEST AGENCY 8 LS

TEST AGENCY 9 &4 2018

i0gaac a

Frrpa=trd Cepir

SerdaProvided | OTHER

ket | T

St Seant Deate B

Rrgued Sahun  Sabhin Dobe Wik Cheok Cirdomey Sorviore Provided — Begoecst 1D
Arceorend V01 et AN Mo OTHER 123
Igproreed 202015 122828 P Yes

OTHER 456

Apcroved

OTHER 789

.f*_r‘mrr“qr* J L Y W

101

OTHER
ke ] i oTHer 12t
Oorkia B/I00S 70558 P 4 OTHER 1010
T LAR0ISPITLAM  Yes OTHER iy
Opee &T015 PATEF AN M OTHER 977
e 01522518 P - OTHER 654
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4. Locate the customer request in the results table and click the View button next to
the customer name to see the Customer Request Details page.

Customer Request Details

Awguie

R
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2.11: SEARCH CUSTOMERS

Once a customer request has been granted or approved, the customer record is
created. Use this feature to see the customer profile and the status of the customer
account.

An approved customer request becomes a customer with a status of pending
enroliment. After the enroliment is processed, the customer account is pending finance
review. Once finance approves the account, the status will be active. If finance doesn’t
approve a customer, the status will be finance denied.

If a customer account balance goes past 60 days due, the account becomes inactive. If
a customer account should no longer be participating in Rapback, the account will be
marked defunct.

1. Navigate to Search and then Customers from the top navigation bar.

Search for Customers

Search and click view to review customer details.

Customer Name: Customer Number:
City: MOU Renewed:  __ gaject One —

County: Status: __ gselect One —

Request Start Date: Status Start Date:

O
B

Request End Date: Status End Date:

2. Enter as many of the following parameters as needed to search. A contains
search means the system will return both exact matches and records from the
database for which the criteria entered is contained within the attribute, i.e. enter
“Smith” and the system will return all of the Smith records, plus Jones-Smith,
Smithson, etc.

a. Customer name: free form text with a contains search
b. City: free form text with a contains search

c. County: free form text with a contains search

d. Customer Number: free form text with a contains search
e. MOU Renewed: select from the drop down
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f. Status: select from the drop down

g. Request Start Date: will provide customers for that request date

h. Request End Date: will provide customers up to and including that request
end date

I. Request Start Date and Request End Date: will provide requests for the
start date forward and up to and including the end date. To see activity for
May, enter May 1, 2017 to May 31, 2017.

j. Status Start Date: will provide customers with the selected status and date

k. Status End Date: will provide customers with that status up to and
including the end date

|. Status Start Date and Status End Date: will provide customers with the
selected status for that start date and up to and including the end date. To
see activity for May, enter May 1, 2017 to May 31, 2017.

3. Click search for results. If needed, clear will remove the results table and
entered search parameters and cancel will navigate to the home page.

Search for Customers

Seadch arsd oick vivear Do MW cuttonmer dedalls.

Clisttosms Mami: Cigtomar Mt
ity RO Rsruirogsct
Cioun 13
Rty L 0 ‘ 5 5 ‘
Req End Drate B Statur i B
[ soch | G | Goca |
Camtormsn Mame  Cunsb o City Ciomiry By Crrmfieman Frapnrded Camstoumers 5138 Stabum [lako AL Cardoures
Fhirmdsi Type Dt e i 1y
Columbers | Frankdin AL i i L FinanceDheniad &30S "
m TETAGENCT1  smves OTHER e iirp: = 13+
b i --lll--r""-. et i o e ———
Py i gpensat I ol S T
[} 1 i
m i g 23710 Columbsrs  Franklin OTHER 1041552015 Pendirgf nenceBeview :i' E:\'.i'il‘.:-l Yag e
LES6:35 AM
Kingsten Rerkd 2 pntprk Rpr w0 Active 32014
m TESTAGENCY3  ggrras O L0000 AN o
Dyt Wonts 10723 14 Lad HOZEL 14 bt
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4. Locate the customer in the results table and click view next to the customer

name to see the customer profile.

Customer Profile

Manap= Customes Informartion; sddres, blling omtect informetion snd email addresses for imoioe notioss.

* Bagosine

|Billing Cont=ct and Addres:

(i Esmmeil fueesd o I Miobice) =

Addrirex fine 1-7

Artiem

Test Onmanization £
Testhgenoyd
00000000

General

100E Main5t

Columbes

5555555555

=fdd@testapancd com

100E Main5t
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sachditionel bmemng; sor i'm:u'q s [ of Qfoptional):
ddudki2bestapenoyd.com
mabbit@terzmenoeloom

shudd@testapancyd.com

(O Bl rrabbitEtestsmenmpd mon

UkerMame  TiEER

SECTION 3: MANAGE ENROLLEES

The Enrollment menu option is where employees, licensed or certified individuals, or
volunteers can be enrolled into Rapback and be managed. They are referred to as
Enrollees. The options are Associate Enrollee(s), Disassociate Enrollee(s), and
Manage Enrollee(s). Reports are available for enrollees in Reports, section 5.

Once a person(s) is/are enrolled in Rapback or associated with an organization,
enrollees will be compared to fingerprint events real-time for matches as new arrest and
judicial information becomes available. When enrollees are disassociated from an
organization and no longer have a need to be in Rapback, they are removed from the
system and are no longer compared to fingerprints events.

The fee for adding an enrollee is $5 per year. This fee is paid upon initial enrollment
and then every year on the enrollment anniversary. If an enrollee is associated in error,
the fee will be assessed and cannot be refunded. If an enrollee is disassociated in error
and must be associated again, that will result in another $5 fee.

A valid webcheck (aka criminal history record check) authentication number is required
to enroll an employee, licensed or certified individual, or volunteer in Rapback. The
authentication number assigned to a webcheck can be found on the webcheck letter.
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Sopan et
&) MIKE DEWINE @ ST
\"‘:- -"" & IO ATTORNEY CENERAL # PO Box 364

Lamden, OH 43140
e O e A B Cramral gy

DATE

ADDRESS
ADDRESS
ADDRESS

CRIMIMNAL HISTORY RECORD CHECK
NOBCI CONVICTIONS ON FILE
AUTHENTICATION NO. ARC123456729

The Chao Bureau of Cnnunal Investgation (B CI) has completed a crumanal husory record check
on the applicand listed belowr

The following types of webchecks are not valid for purposes of enrollment in Rapback:
(1) FBI only; and (2) Poor Quality Fingerprints. Also, a webcheck cannot be older than a
year. A Request of Copy Authentication Number is valid for purposes of Rapback
enrollment only if both the Request of Copy Authentication Number and the original
Authentication Number are less than one year old. If Rapback detects one of these
invalid types of webchecks, association will not be allowed. A new webcheck is required
for all invalid types described.

3.1: ASSOCIATE ENROLLEES

Enrollees are employees, licensed or certified individuals, or volunteers of an
organization who are required to be in Rapback and whose fingerprints are compared to
fingerprint events. The enrollee’s authentication number is required to associate the
enrollee with an organization. The authentication number is a unique identifier assigned
to each fingerprint submission. It can be found at the top of the correspondence from
BCI regarding the results for each individual.

The fee for adding an enrollee is $5 per year. This fee is paid upon initial enroliment
and then every year on the enrollment anniversary. If an enrollee is associated in error,
the fee will be assessed and cannot be refunded.

1. Navigate by going to Enroliment from the top navigation bar and then click
Associate Enrollee(s).

2. Enter the Authentication number and click search.
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Associate Enrollee

Add required individuals to Rapback.

Search for Enrollee Authentication Number

Authentication Number: AUTHNO123456| X

Forgot Authentication Number

NOTE: The following types of webchecks are not valid for purposes of enroliment in
Rapback: (1) FBI only; and (2) Poor Quality Fingerprints. Also, a webcheck cannot be
older than a year. A Request of Copy Authentication Number is valid for purposes of
Rapback enrollment only if both the Request of Copy Authentication Number and the
original Authentication Number are less than one year old. If Rapback detects one of
these invalid types of webchecks, association will not be allowed. A new webcheck is
required for all invalid types described.

3. The system will display the name associated with the authentication number and
the list of customers for selection. Confirm the name is right and select the
customer where the enrollee is to be associated.

Note: Multiple customers can be selected by clicking and holding the control key. User
can type the customer name or scroll to find the customer. The customers are listed in
alphanumeric order by name. The customer number is listed for verification.
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Associate Enrollee
Add reguired individuals to Rapback.
Search for Enrollee Authentication Number

Authentication Number: ABC123456789

Forgat Authentication Number

Enroll Authentication Number

Confirm enrollee name and enroll,

Authentication Number: ABC12353456789

Mame: TESTTEST

Customers:
TEST AGENCY 1 = D
TEST &GENCY 2 " 2345 ;
TEST &GENCY 3 - 3455
TEST &GENCY 4 - JEED
TEST &GENCY & - ol -
Click and hold control key to select multiple customers

Select Customer(s)

4. After highlighting the customer(s) to which the enrollee will be associated, user
clicks the Select Customer(s) button to add the customers to a table for

confirmation.
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Enrofl Authentication Number

Confirm enrollea name and enroll.

Authentication Number:  ABC123456789
Maarme: TEST TEST

Customers:
TEETAGENCY 1 | =
TEET AEENCY 2 v
TEET AEENCT 3 Samz
TEET AEENCT & i
TEET AEENCT S 173 A

Salect Customer(s]

Selected Customers

Selection  Customer Name Customer Mumber Audditional Informaltion (optional) Enrolled
TEST &GENCY 1 1232 THIS IS STUFF ABOUT THINGS. Mo
TEST &EENCY 2 2345 Mo

Enroll Authentication Mumber

5. The optional Additional Information field is for an alternate identifier for each
enrollee, such as an employee ID or license number; however, please do not
include personal identifying information, such as Social Security Number or date
of birth. Add additional information as needed.

6. If the enrollee and the customer(s) are correct, click the select box next to the
customer name.

7. Click Enroll Authentication Number.

8. A success message will confirm enrollment. The associated date for the enrollee
will be the current date.
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What if?

What if the authentication number is unknown or not available? Click the Forgot
Authentication Number link.

1. Enter first name, last name and last 5 digits of the enrollee’s social security
number and click search.

2. If a match is found, the system will display the name associated with the
authentication number.

3. Continue process at step 3 above.

Search for Enrollee Authentication Number
Authentication Number:
- GR -
Enrollee First Name:

Enrollee Last Name:

Enrollee SSN (last 5 digits):

=3 3

Note: By design, the system will not display multiple results. By design, the system will
only return a single, exact match on all of the parameters. Unless a single, exact match
is returned, the Authentication Number is required to enroll the individual in Rapback.

Rapback — Customer User Manual

For Rapback questions, please call BCl at 877-224-0043

40



3.2: DISASSOCIATE ENROLLEES

When enrollees leave an organization or no longer need to be in Rapback, the
organization’s Overall Administrative User or an Additional User will disassociate the
enrollees from the organization. The enrollee’s authentication number is required to
disassociate the enrollee from the organization.

The fee for adding an enrollee is $5 per year. This fee is paid upon initial enroliment
and then every year on the enrollment anniversary. If an enrollee is disassociated in
error and must be associated again, that will result in another $5 fee.

1. Navigate by going to Enroliment from the top navigation bar and then click
Disassociate Enrollee(s).

2. Enter the Authentication number and click search.

Disassociate Enrollee

Remove individuals from Rapback.

Search for Enrollee Authentication Number

Authentication Number:

Forgot Authentication Number

£ &3

3. The system will display the name associated with the authentication number and
the list of customers for selection. Confirm the name is right and select the
customer where the enrollee is to be disassociated.

Note: Multiple customers can be selected by clicking and holding the control key. User
can type the customer name or scroll to find the customer. The customers are listed in
alphanumeric order by name. The customer number is listed for verification.
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Disassociate Enrollee

Remove individuals from Rapback.

Search for Enrollee Authentication Number

Authentication Mumber: ABC123456789

Forgot Authentication Numbeér

(oo o’

Un-Enroll Authentication Number

Confirm enrolles name and unenroll,

Authentication Number:  ABC12345678

MNama:  TEST TEST

Select Customeris)

4. After highlighting the customer(s) to which the enrollee will be associated, user
clicks the Select Customer(s) button to add the customers to a table for
confirmation.
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Un-Enrolf Authentication Number

Conflinm enroflee name and unenroll,

AuthenticationMumber: ABC123456789

Mamec  TEST TEST

Curl e
TEST AGENCY 1 1338 "
TEST AGENCY 2 FER]
TEST AGENCT 3 | 3285
TEST AGENCT & A557 o
TESTAGENCY 5 0123 -
red 1
Lelect Customar (s
Selected Customers
Selection  Cushosmeer Mams: Customer Mumber  Additional Information  Enrolied
[optional}
TEST AGENCT 1 1738 THIS IS STUFE Yes
ABOUT THINGS.
TEST AGENCY 2 2345 No

Unr-Enroll Authentication Mumbser

5. If the enrollee and the customer(s) are correct, click the select box next to the
customer name. Review all selections and click Un-Enroll Authentication

Number.

6. A success message will confirm unenroliment. The disassociated date for the
enrollee will be the current date.
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What if? What if the authentication number is unknown or not available? Click the
Forgot Authentication Number link, search for the enrollee on the Manage Enrollees
page (section 3.3), or run an enrollee report (section 5.1).

Forgot Authentication Number link:

1. Enter first name, last name and last 5 digits of the enrollee’s social security
number and click search.

2. If a match is found, the system will display the name associated with the
authentication number.

3. Continue process at step 3 above.

Search for Enrollee Authentication Number
Authentication Number:
- QR -
Enrollee First Name:

Enrollee Last Name:

Enrollee SSN (last 5 digits):

£33
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3.3: MANAGE ENROLLEES

The Manage Enrollees page is where you can search for an enrollee, review his/her
enroliment details and update additional information if necessary. You may search by
Authentication Number, Enrollee Last Name, Customer Number, Customer Name and
Additional Information. When searching, be specific with the enrollee parameters that
are entered. The results are mutually inclusive based on what is entered. For a more
general search use the report options, section 5.1.

The Additional Information field is optional. It may be used for an alternate identifier for
each enrollee, such as an employee ID or license number; however, please do not
include personal identifying information, such as Social Security Number or date of
birth.

1. Navigate by going to Enroliment from the top navigation bar and then clicking
Manage Enrollees.

Manage Enrollees

View enrollment details and manage additional information via view link.

Search for Enrollees

Authentication Number:
Enrollee Last Name:
Customer Number:
Customer Name:

Additional Information:

2. User can search by any combination of Authentication number, Enrollee Last
Name, Customer Number, Customer Name or Additional Information. Be
specific with the search parameters entered. The results are mutually inclusive
based on what is entered. Enter enrollee parameters and click search.
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3. To change additional information, locate the enrollee in the list and click view.
The enrollee in the results list will be highlighted in green.

Authentication MName Customer Customer Additional Associated Disassociated
Mumibser MNumber Mame Information Date Date

View  ABC12345678  TESTTEST 1334 TEST AGENCY 1 THIS IS STUFF 02/1272015

ABOUT THINGS.

View  DEF987654321 ROAD RUNNER 2345 TEST AGENCY 2 04/16/2015

View ©HIOi0l0iQl  ELMER FUDD | 3456 TEST AGENCY 3 04/18/2015

4. The Enrollee details will display below the results list and the Additional
Information text box will be enabled for editing. Please do not include personal
identifying information, such as Social Security Number or date of birth.

Enrollee Details

Authentication Numiker: ABC1234567 89
Enrodles Mame: TEST TEST
Customer Mumber: 1234
Customer Name: TEST AGENCY 1

Additional Information (optionall: THIS IS STUFF ABOUT
THIMNGS,

Aemnciated Date:

Disassociabed Dates

= N
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5. User can make necessary changes and click save. Changes will be confirmed.

6. If needed, the option to cancel is available. Save or cancel will close the enrollee
details.

SECTION 4: REVIEW RAP SHEETS FOR HITS

An Enrollee’s fingerprints are automatically compared against the fingerprint-based
criminal record databases maintained by BCIl. Comparisons are initiated in real time as
new arrest and judicial information becomes available. If there is a match between an
enrollee and an event, a.k.a. a “hit”, an email notification will be sent to all email
addresses on file with the subject of “Rapback activity”. The email will direct the
addressee to log into Rapback to check activity. No information will be provided about
which enrollee had a match. New matches will be displayed on the Affirm/Disaffirm
Entitlement page.

Hits will occur and Rap Sheets will appear on the Affirm/Disaffirm page only if the
enrollee is associated with the organization at the time of the hit. A user would affirm a
rap sheet if at that time the employee or volunteer is still at the organization and
required to be rapbacked. A user would disaffirm a rap sheet if at that time the
employee or volunteer is no longer at the organization or no longer required to be
rapbacked. This page will display rap sheets for 60 days from date of notification date
or until the rap sheet is affirmed or disaffirmed.

Entitled rap sheets are rap sheets that the organization has a right to see because the
employee or volunteer was with the organization at the time it was entitled. Entitlement
must be affirmed to see a rap sheet. Once affirmed, rap sheets can be viewed on the
Entitled Rap Sheets page. This page will display rap sheets for 60 days from date of
notification date, regardless of whether the enrollee is associated or disassociated
during the full 60 days. Users should save or print the rapsheets if they will be needed
beyond the 60 days.

If entitlements are disaffirmed, access to the rap sheet is revoked. The enrollee for that
rap sheet should be disassociated from the organization. Disassociation of the enrollee
is automatic if the user disaffirming entitlement to the rap sheet has the appropriate
permission to manage enrollees. If the user does not have the ability to manage
enrollees, then email notifications will be sent to users that have access to disassociate.
The emails will contain necessary information about the enrollee. If appropriate, the
enrollee should be disassociated.

Rapback — Customer User Manual

For Rapback questions, please call BCl at 877-224-0043

47



4.1: AFFIRM ENTITLEMENT TO RAP SHEETS

Rap Sheets will be listed in notification date descending order so the oldest rap sheets
can be addressed first. If the rap sheet is not listed, go to the next page. The column
headings may be sorted ascending and descending. An enrollee will not appear on this
page if they are not associated with the organization. This page will display rap sheets
for 60 days from date of notification date or until the rap sheet is affirmed or disaffirmed.

1. Navigate by going to Rap Sheets from the top navigation bar and then click
Affirm/Disaffirm Rap Sheets.

Affirm/Disaffirm Entitlement

Adfirm the it If enrcdlee i 5tll reguired to be in Rapback. View the regabeet from the Entlted Ragabeets page. Disaffinm the hit if the enrclies
B ey longer risgLieed t0 b in Rapback, Rupahwets s ondy maintaingd heve for &0 days Trom date of nobifsces ion o untf affemesd o

dfesaiirmat whitheser Comes Tirst.

Rt Authwricstion Mo, Frecoles Cimfomes  Cusd ormes Aukditional Mobilfcsthon  Afirm/THualflem
Fic Falamar Indormalion [hale

XYZO001234 TRST TRET =T 472015
oo ABC133ASETES 1234 S=NCT 1 GETEE A
3304 ot

¥VZ000MEY  DEFSETS54331 =MRmAco 3345 TEST Sotinbinicn
2017 1809 BGENCY 2 G-LREA A
0514, pdf

2. Locate the rap sheet to be affirmed. If the enrollee for the rap sheet is still an
active employee or volunteer for the organization, click affirm.

3. A confirmation message will pop up that must be read and acknowledged by
clicking ok or cancel.

Affirm Rapsheet Confirmation

In affirming this rapsheet, | certify the individual for which this rapsheet has been produced is
still required to be in Rapback; and the organization to which | am allowing to access this
rapsheet is authorized to access the rapsheet. This is sensitive protected personal privacy
data as defined under ORC 1347, may contain Criminal Justice Information as defined by the
FBI or other sensitive protected data classification. | acknowledge my responsibilities to
safeguard sensitive protected data and that misuse of this system or the information it makes
available may lead to sanctions. Sanctions include termination of access to this system, and
the potential for criminal and civil penalties as defined in the laws and regulations that govern

the access of this sensitive protected data.
ﬂ Cancel
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4. When affirming a rapsheet, it will be made available for viewing on the Entitled
Rapsheets page, section 4.3. If the message is cancelled, the rapsheet will
remain on the list.

4.2: DISAFFIRM ENTITLEMENT TO RAP SHEETS

Rap Sheets will be listed in notification date descending order so the oldest rap sheets
can be addressed first. If the rap sheet is not listed, go to the next page. The column
headings may be sorted ascending and descending. An enrollee will not appear on this
page if they are not associated with the organization. This page will display rap sheets
for 60 days from date of notification date or until the rap sheet is affirmed or disaffirmed.

1. Navigate by going to Rap Sheets from the top navigation bar and then click
Affirm/Disaffirm Rap Sheets.

Affirm/Disaffirm Entitlement

o it IF asrwrodbis 5 5t requined tobe in Rapback. View the repabset from the Entithed Bagabaets page. Diaffim tha hit if the snmlies
er required to b in Raphack. Rapshests are only maintained here for &0 days from dabe of notification or until affmed o

Al et in rw il Ao m ol ifhcst lon
S nal o

XYZ0001T34 7EG | TR TRET TEET AT
oL ABC123456755 1234 e P
O3-04. pat
¥Z00mEr  DEFSETSS4331 SMSAES 3345 TEST A
201712015 AEEMCY 2 S-L5-C8 A
0512 pdt

2. Locate the rap sheet to be disaffirmed. If the enrollee for the rap sheet is not an
active employee or volunteer for the organization, click disaffirm.

3. If the user has the ability to manage enrollees, the enrollee will be automatically
disassociated with the organization. The system will provide a warning message
that must be acknowledged before proceeding.

Disaffirm Rapsheet

Disaffirming will disassociate the Enrollee from the Customer and make the current Rapsheet
and future Rapsheets unavailable for viewing. Do you wish to continue?
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4. If the user does not have the ability to manage enrollees, an email will be sent to
the users with the access to disassociate. The email will contain necessary
information about the enrollee. The system will provide a warning message that
must be acknowledged before proceeding.

Disaffirm Rapsheet

Disaffirming will make the Rapsheet unavailable to the Customer, do you wish to continue?

5. The user can click ok to proceed with the disaffirmation or cancel. If disaffirmed,
the organization’s access to the rap sheet will be revoked.

4.3: VIEW ENTITLED RAP SHEETS

Rap Sheets will be listed in notification date ascending order so the newest rap sheets
will be listed first. If you don’t see a rap sheet, you may do a search. The column
headings may be sorted ascending and descending. Rap Sheets will only be available
60 days from the notification date. Users should save or print the rapsheets if they will
be needed beyond the 60 days.

1. Navigate by going to Rap Sheets from the top navigation bar and then click
Entitled Rap Sheets.

2. If the rap sheet is not present on the page, enter enrollee information and click
search.

Entitled Rapsheets

WView or print rapsheets. Rapsheets are only maintained here for 40 days from date of notification.

Search for Rapsheet

Authentication Numbe Mot

~OR -
Enralle

Enrolle

Customer Numbse
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3. Locate the rap sheet to be viewed and click the download icon. You will be
prompted to save or open.

Rapsheet Authentication Mo, Enrolles Customer Customer Marme Additional Maotification
Mo, Information Date
& o  fBC12345878% TEST TEST 1 TEST MGENCY 1 4/17/2015
25157 PM
Iil DEFSETES4321 ELMER FUDD 2345 TEST ASENCY 2 453/2015 #53:58
v AM
. __.. A e B _“I*-_‘-..-. e parr. e e .-_L-_a-.’ y— B —— —.—hh--“

4. A confirmation message will pop up that must be read and acknowledged by
clicking ok or cancel.

Confirmation

| have been trained and understand my obligation to safeguard the data to which | am being
provided access. This is sensitive protected personal privacy data as defined under ORC
1347, may contain Criminal Justice Information as defined by the FBI or other sensitive
protected data classification. | am authorized to access this account and understand the
sanctions for accessing or disseminating sensitive protected data without specific purpose
and authorization. Sanctions include termination of access to this system, and the potential
for criminal and civil penalties as defined in the laws and regulations that govern the access of

this sensitive protected data.
ﬂ Cancel

5. After clicking ok, you will be prompted to save or open the rapsheet. If you
cancel, the rapsheet will not be made available and you remain on the page.

6. Once viewed, a checkmark will appear next to the download icon.

Legend
|i,I:l't:ﬂ.-'urnlt:racl rapsheet

w” Rapsheet has been viewed

@ Hover over for complete additional information
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SECTION 5: REPORTS

There are five reports available: Enrollees Association, Enrollees Disassociation, Hit
Report, Viewed Rapsheets Log, and Users Report. These reports can be run by:

A date or a date range,

Customer name or number,

Authentication number,

Enrollee,

User name, or

A combination of the parameters depending on the report.

Report outputs are PDF document or CSV file.

The reports will return data based on the report parameters entered. If parameters are
not entered when running a report or exporting to CSV, all data for the report will be
returned since first using the system.

5.1: ENROLLEES REPORTS

Enrollees Reports has two options: Enrollees Association and Enrollees Disassociation.
These reports provide the authentication number, enrollee name, additional information,
association date and disassociation date. After selecting one of the reports,
Authentication Number, Enrollee First Name and Enrollee Last Name will be added to
the date and customer search options.

Enrollees Association Report will find all enrollees with associations based on the report
parameters. Enrollees Disassociation will find all enrollees with disassociations based
on the report parameters. For either report, if no report parameters are entered, the
reports will find all enrollees or all enrollees that have been disassociated.

1. Navigate by clicking Reports from the top navigation bar and then select
Enrollees Association or Enrollees Disassociation from the Report drop down.
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Reports

Select report, enter necessary options, and run report or export to CSV.

Report:* Enrollees Association

Start Date Range:

End Date Range:

Customer Name: —Select One-—
Customer Number:
Authentication Number:
Enrollee First Name:

Enrollee Last Name:

Reports

Select report, enter necessary options, and run report or export to CSV.
Report:* Enrollees Disassociation

Start Date Range:

End Date Range:

Customer Name: —Select One—-
Customer Number:
Authentication Number:
Enrollee First Name:

Enrollee Last Name:

[

[
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2. Enter as many of the following parameters as needed:

a.

b.

Start date will provide associations or disassociations from that date
forward.

End date will provide associations or disassociations up to and including
that date.

Start and End Date will provide associations or disassociations from the
start date forward up to and including the end date. To see activity for
May, enter May 1, 2017 to May 31, 2017.

Customer Name will provide associations or disassociations for that
specific customer. Customer name is a drop down and typing the
customer’s name will move the cursor to the name in the list.

Customer Number will provide associations or disassociations for that
specific customer number.

Authentication number will provide all enrollee association or
disassociation activity for a specific enrollee.

Enrollee First Name will provide association or disassociation activity for
all enrollees with that first name.

Enrollee Last Name will provide association or disassociation activity for
all enrollees with that last name.

3. Click Run Report or Export to CSV.

Association Report:

Enrclless Association

-
@MII{E DEWINE (&) Rapberk 28

& OMIO AT TORNEY GENERA]L = A

Customer Nama
Cushomer Numbar:

Authenis slicn Mumise  Naeng fuddsticnal nfa Association DmteTime Assocerled By Disasscciation Dane Tene Disassociated By
This i skl st things 1AFQETES 148 PM
Teat 0O VAFEI0 T 1200 Al Diats Comemisn
Tesl 02 12rE20 12900 &M Craita Carmminah
TEST. TEST 12 EA 1120 Al
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Association CSV File:

i a | - iE “E [ [T B SR i & I n ] i I i
Bk ic A prnary Genara?s Offiie
3 [rasosckvan
i
(i |Date Cowated:  11/0/PIA TS A
e 3
B oo pemar ameg Cuttomes Rumber Authentcation Mamber Fout heme  Lavi Bame  Addrional i=fig Dt Tirme & By Draswocston Dete/Time  Danonsted by
] Thin @ vttt aboud thirg. 1102005 1545
i3 Tow 0 111242554 D100 Duaka Lot
& T 62 AR 1L PR RS Duta Comvemann
= ST TENT 13503004 113
i
Disassociation Report:
Enrollees Disassociation
@ Mike DEWINE {2} Repbock V2.8
& OVHID ATTORMEY GENERAL = Lo
Cusiomer Name:
Customer Num e
Aishaniication Numbe  Hams Addizional info Associstion DeteTme  Associsted By Dissssociation DateTims Disassociated By

ERDECTE 12750 PM
L2015 10095 AM

ERE01E 1930 AM

Disassociation CSV File

i I % [ I e | & 1 & |

AT 1206 P
1205 10020 AN

LARINS 203 PM

o Aoty Darrals Ofes
WA

e

[:m Crested 11873006 E00ST Ak
L

wfmlieln

ST W

I=ie]

5.2: HIT REPORTS

Cutfiomes Mumber AShenlication Number Fuy! Mama Last Same Addripeslindn Avsociation Dabe/Time  Aasociated By Diumacoistion Date/Time  Dagasoiaied By

L3 28/2004 1250 1224/ 2004 15.06
1792015 3615 1792505 20620
1o/ a01s s sl e

The Hit Report provides a list of hits for the customer. This report provides the
authentication number, enrollee name, additional information, association date,
disassociation date (if any), notification date and time, status of the hit, and the file
name of the rapsheet for each hit. After selecting the report, Authentication Number,
Enrollee First Name and Enrollee Last Name will be added to the date and customer

search options.
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The Hit Report will find all hits based on the report parameters entered. If parameters
are not entered when running the report or exporting to CSV, all hits will be returned
since first using the system. The report will sort in customer name and then enrollee
name alphanumeric order.

The status of a hit could be pending, entitled, or disaffirmed. Pending means the hit
was received but has not been affirmed or disaffirmed. Entitled means the hit was
affirmed. Disaffirmed means the rapsheet was disaffirmed.

The notification date and time is when an email was sent regarding the hit. The
notification emails are sent out in real time when the hit occurs.

1. Navigate by clicking Reports from the top navigation bar and then select Hit from
the Report drop down.

Reports

Select report, enter necessary options, and run report or export to CSV.

Report: * Hit
Start Date Range: &
End Date Range: &
Customer Name: --Select One-
Customer Number:
Authentication Number:

Enrollee First Name:

Enrollee Last Name:
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2. Enter as many of the following parameters as needed:

a.
b.
C.

S o

Start date will provide hits from that date forward.

End date will provide hits up to and including that date.

Start and End Date will provide hits from the start date forward up to and
including the end date. To see hits for May, enter May 1, 2017 to May 31,
2017.

Customer Name will provide hits for that specific customer. Customer
name is a drop down and typing the customer’s name will move the cursor
to the name in the list.

Customer Number will provide hits for that specific customer number.
Authentication number will provide all hits for a specific enrollee.

Enrollee First Name will provide hits for all enrollees with that first name.
Enrollee Last Name will provide hits for all enrollees with that last name.

3. Click Run Report or Export to CSV.

Hit Report:

& Mixe DEWINE

D ATTORNEY GENERAL =

-~ Fingerprint Hits
I a"ﬁ Rapback v2.8
Lol

Customer Name
Lusbamer Numbar:

& e e dme

ASRITBA Dmaasec alwin NONRC Al Procassed Proceuned

[ M Addticanal Inlo [rate Dt Dade Tame Sl Dvatai Tame By Fils Hama
TEST, TEST ([ F % IT 101424 1219 P Panding
TEST, TEST 13 AT0 SRR T AN P
TEST, TEST 131 A0 IMTNS T-50 AN Dy
TEST, TEST 134T0 SIS T8 AN el
Hit CSV File:

bl e e

1
g
]
L] Crafled  TLRUCISLIIS AN
W ot mana it Mt Bt Mt STl et LGP M SO By O e Dt B NenSuarce e M dsiied Sele/Tete Pl By #os tet

i TR TETEY] EY b remay
[t A L B1k i gy
Tar L ST A B i raagiag
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5.3: VIEWED RAP SHEETS LOG REPORT

The Viewed Rapsheets Log Report provides a list of all viewed rapsheets including the
user that viewed it and when it was viewed. If a rapsheet was viewed by more than one
user, the report will list all instances of views for the rapsheet. This report provides the
authentication number, enrollee name, date affirmed, viewed by and date viewed. After
selecting the report, Authentication Number, Enrollee First Name and Enrollee Last
Name will be added to the date and customer search options.

The Viewed Rapsheets Log Report will find all viewed rapsheets based on the report
parameters entered. If parameters are not entered when running the report or exporting
to CSV, all viewed rapsheets will be returned since first using the system. The report
will sort in customer name and then enrollee name alphanumeric order.
1. Navigate by clicking Reports from the top navigation bar and then select Viewed
Rapsheets Log from the Report drop down.

Reports

Select report, enter necessary options, and run report or export to CSV.

Report:* Viewed Rapsheets Log

Start Date Range:

End Date Range:

Customer Name: —-Select One--
Customer Number:
Authentication Number:
Enrollee First Name:

Enrollee Last Name:
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2. Enter as many of the following parameters as needed:

a. Start date will provide all viewed rapsheets from that date forward.

b. End date will provide all viewed rapsheets up to and including that date.

c. Start and End Date will provide all viewed rapsheets from the start date
forward up to and including the end date. To see hits for May, enter May
1, 2017 to May 31, 2017.

d. Customer Name will provide viewed rap sheets for that specific customer.
Customer name is a drop down and typing the customer’s name will move
the cursor to the name in the list.

e. Customer Number will provide viewed rap sheets for that specific
customer number.

f. Authentication number will provide all viewed rapsheets for a specific
enrollee.

g. Enrollee First Name will provide viewed rapsheets for all enrollees with
that first name.

h. Enrollee Last Name will provide viewed rapsheets for all enrollees with
that last name.

3. Click Run Report or Export to CSV.

Viewed Rapsheets Log Report:

Viewed Rapsheets Log

@ Mike DEWINE (2} Repback 28

& OHIO ATTORNEY GENERAL #

Customer Mame:

Customer Humbaer;

Authenbication Mo, Hame Date/Tms Aflirmed  Viewsd By Date/Tims Viewsd  Rapshest Viewed
TEST, TEST SHT0I4 242 PM weoynile BMTI2004 344 PM
TEST, TEST SHT204 247 PM L L] SAATIZ004 24T P
TEST, TEST SMTI0NE 142 PN WopoiE SHTIZ04 256 PN
TEST, TEST ST 242 P wonynle W04 158 Pl

Viewed Rapsheets Log CSV File:

A B L [ E F G W
1 Ohio ATooanay Gavearad's OfNice
1 Rapbackvls

Date Created:  11/8/3016 Br1BI2 AM

Customaer Mame Cusiomer Mumber Aushenication Somber First Mame Last Neme DaiefTeme affirmed  Yiewe d By Dk
TEST TEST SPATFI0LA 12:47 wooyobe
TEST TEST 17/ 2004 1442 wooyabe
TEST TEST /1772004 18:42 wooyote

P A e
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5.4: USERS REPORT

The Users Report provides a list of all active and inactive users, their contact
information and permissions. After selecting the report, First Name and Last Name will
be added to the date and customer search options.

The Users Report will find all active and inactive users created based on the report
parameters entered. If parameters are not entered when running the report or exporting
to CSV, all active and inactive users will be returned since first using the system. The
report will sort in customer name and then name alphanumeric order.
1. Navigate by clicking Reports from the top navigation bar and then select Users
from the Report drop down.

Reports

Select report, enter necessary options, and run report or export to C5W,

Report: * Users
Start Date Range: =
End Date Range: =

Customer Name: TEST AGEMNCY 1

Customer Mumber:

First Name:

Last Name:
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2. Enter as many of the following parameters as needed:

a.
b.
C.

e.

f.

g.

Start date will provide users created from that date forward.

End date will provide users created up to and including that date.

Start and End Date will provide users created from the start date forward
up to and including the end date. To see users created for May, enter
May 1, 2017 to May 31, 2017.

Customer Name will provide users for that specific customer. Customer
name is a drop down and typing the customer’s name will move the cursor
to the name in the list.

Customer Number will provide users for that specific customer number.
First Name will provide all users created with that first name.

Last Name will provide all users created with that last name.

3. Click Run Report or Export to CSV.

Users Report:

Customer Users

@ Mike DEWiNe  (2) Rapoack 28

& [HEIC ATTCHNEY GENERAL @

Customst Rams

Cuslomsi Hombar

Murs T

Last  Ussl Ervell  Rupabves! Rapitest  Miiage  Caiolies HRp Rapatest Ui S b S
Logen  Sistus Oiiwsl Uwrn  [Assosy (AW (voewl  Dsd Notoss B [V (Ve Lograesd Ragar]  [Vises
Emad Lidens Phetena Urnar Mame Cisfir AN hdmin FRRRE] Disassc: DinaMmj Frisf)  (Ad3Twioie] Friof] Pond  Prisl  Vew]  Penm

TITTraTIT i ki n 4 N 4 X X

e s t

Users CSV File:
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SECTION 6: INVOICES

Users who have been granted permission to view and print invoices have a “Print/View
Invoices” link on the main horizontal menu bar.

#& HOME  ADMINISTRATION~  SEARCH-  ENROLLMENT~  RAPSHEET~ | PRINT/VIEWINVOICES | REPORTS  LOGOUT

On the Print/View Invoices page, the user clicks on the “View Invoice” button to go to
the “Agency Details Search” page where the user can view and download invoices and
statements.

Print/View Invoices

Click the View Invoice link to go to the invoice portal and retrieve invoices and statements.

# View Invoice

On the Agency Details Search page, select the Month and Year from the drop down
menus and click the “Get Documents” button.

& MIKE DEWINE

* OHIO ATTORNEY GENERAL *

Agency Details Search
Search

Customer Number / Name

Month Year
January ﬂ 2017 ﬂ . 2 Get Documents h

Available Documents for Download

No files were found for this time period.
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When available, there will be a link to display the document(s). Click on the link to open
the document as a PDF.

MIKE DEWINE

* OHIO ATTORNEY GENERAL »

Agency Details Search
Search

Customer Number / Name

Month Year

V] v P et |

Available Documents for Download

1. Invoice h

APPENDIX A: GLOSSARY

Authentication Number — Unique number assigned to each fingerprint submission

Hit — A match has been made between applicant fingerprints and fingerprints from our
criminal history database

Fingerprint event — A new arrest or change to an applicant’s rapsheet causing a hit

Fingerprint match — A match is made between applicant fingerprints and fingerprints in
our criminal history database resulting in a Hit

Rap sheet — A record of an applicant’s criminal history

Rapback activity — Subject line of the email an organization will receive alerting them
to new rapback information
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Enrollee — Employees, licensed or certified individuals, or volunteers of an organization
that are required to be in Rapback and compared to fingerprint events.

CUSTOMER USER PERMISSIONS:

Create User ID’s: The Overall Administrative User (OAU) is the only user of the
customer’s organization that is allowed this permission. The OAU is allowed to create
additional organizational users and grant permissions to them as required for the use of
Rapback.

Enroll (Associate/Disassociate): User is allowed to enroll employees or volunteers
for the organization that are required to be Rapbacked. Enrolling consists of
associating and disassociating enrollees to and from an organization. A user would
associate when hired or the need to rapback arises. A user would disassociate when
there is no longer a need to rapback, such as when the person leaves the organization
or changes positions. For more information on managing enrollees, refer to section 3.

Rap sheets (Affirm/Disaffirm): User is allowed to affirm or disaffirm entitlement to a
rap sheet. An organization is entitled to view a rap sheet if the employee or volunteer is
employed at the time of affirming. A user would affirm a rap sheet if at that time the
employee or volunteer is still at the organization and required to be rapbacked. A user
would disaffirm a rap sheet if at that time the employee or volunteer is no longer at the
organization or no longer required to be rapbacked. For more information on affirming
and disaffirming, refer to section 4.1 and 4.2.

Rap sheets (View/Print): User is allowed to view, save or print the entitled rap sheets.
Entitled rap sheets are rap sheets that the organization has a right to see because the
employee or volunteer was with the organization at the time it was entitled. For more
information on viewing rap sheets, refer to section 4.3.

Manage Email Notices (Add/Delete): User is allowed to manage the email addresses
that will be getting email notices about hits for enrollees. A hit is a fingerprint event that
matches an enrollee of the organization. All the email addresses in the list will get an
email stating Rapback needs to be checked for activity. That means that there is a new
rap sheet on the Affirm/Disaffirm page to be reviewed. When an email address is
added to the list, an email is sent stating it has been added to the list and will start
getting email notices. When an email address is removed from the list, an email is sent
stating it has been removed and will no longer get the email notices. For more
information on managing emails for notices, refer to section 2.3.
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Enrollee Report (View/Print): User is allowed to run, view and print the Enrollee
Report. The enrollee report has two options. It can be run by association date or
disassociation date. These reports will list enrollees of the organization based on the
dates requested or other parameters entered. For more information on these reports,
see the Reports section 5.1.

Hit Report (View/Print): User is allowed to run, view, and print the Hit Report. This
report will list all the hits the organization has received by enrollee based on the dates
requested or other parameters entered. For more information on the report, see the
Reports section 5.2.

Viewed Rap Sheets Log Report (View/Print): User is allowed to run, view, and print
the Viewed Rap Sheets Log Report. This report will list all users who have viewed a rap
sheet including the date and time viewed based on the dates requested or other
parameters entered. For more information on the report, see the Reports section 5.3.

User Report (View): User is allowed to view the User Report. This report will list all
the users of the organization and their permissions, etc. based on the dates requested
or other parameters entered. For more information on the report, see the Reports
section 5.4.

APPENDIX B: TROUBLE SHOOTING

What if | lose a Rapsheet to retention policy?
If you think you may have lost a rapsheet to retention policy, call BCl at 877-224-0043.

How do | know if a Rapsheet has been viewed?
Refer to the Viewed Rapsheet Log report, section 5.3.
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